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Conventions
The following font conventions are used in this document:

italic is usedor filenames, directory nameandURLs

constant width is used to indicate commandsd code sections

red, bold and underlinedtext indicatesmportant items

bold is used taepresent GUI items (e.menus, menu item8st nodesetc.)
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1. Introduction
Libcurl is a widely-usedopensource libraryfor transferring files. It supports many protocols
(e.g. FTP, HTTP, SFTP etc.) and it is very well designed.

One of | i bsisitspodabilitysyou cannbgilt ihon numerous platforms ayal can
be sure thait will work the sameway on all of them.This wide support also means that the
developerscannotconstantly update the readme filies all the supported platform§hus, |
have decided to create this document in order to shgrexperiencesvhile compiling a static
version of the curl librarwith SSH supporin Visual Studioc2008

This guide isinspired from Rosso Salmanzadehssx c el | en't AUsi ng | i
guide.
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2. Downloading the latest software

Libcurl requirestwo additional opersoure libraries in order to provide the SSH functionality
libSSH2 and OpenSSlAlso, since theeompilation of OpenSSLmakes use of Perl scriptgou
need to have a Perl distribution installed yaur machine | have chosen ActivePerl, a free
distribution by ActiveState, for this purpos@penSSL also requires the Netwide Assembler to
be present on your computer.

The OpenSSL and libSSH2 libraries are distributed as tarballs compressed using gzip. Hence,
you will need a utility to uncompress and subsequentiy dipe tar file. | recommend the open
source archiver-Zip.

In order to obtain the latest version of the Netwide Assembler, click on the link in the table
belowand,on the webpage that appeddlow the link that takes you tdé latest stable version

of NASM. You have the choice between downloading the source code-oomgled binaries.

| strongly encourage you to download the binary files since | will not cover the compilation of
NASM in this guide. The archives that contain the binary distributeoeslocated in folders
named aftethdr intended architecture e.g. win32, dos, 0s2 etc.

Software URL Current Version
ActivePerl http://www.activestate.com/downloads/index.mht 5.101.1006
OpenSSL http://www.openssl.org/source 1.0.0 Beta4
libSSH2 http://www.libssh2.org 12.2

libcurl http://curl.haxx.se/downloadihnl 7.197

Netwide Assembler http://www.nasm.us 2.08 RC6

7-Zip http://www.7-zip.org 9.10 beta

NOTE: This guide assumes that you already have successfully installed Microsoft Visual
Studio 2008 (VS2008) and the Windows SDRKhe examples in this documenere
built using \ersion 9.07291 SPof VS2008and Version 6.1 of the Windows SDK.
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3. Installation / Compilation

3.1 ActivePerl

Installing ActivePerl is fairly straightforwaras lang as you are logged with an Administrator
account Below are screenshots from each step of the installation prétiesse pay particular
attention to Step 4 because choosing the wrong otiteyewill make your life hardelater.

) ActivePerl 5.10.1 Build 1006 Setup =) ] ActivePer! 5.10.1 Build 1006 License Agreement [

A u‘ P I Welcome to the ActivePerl 5.10.1 Build 1006 End-User License Agreement ~
c “e er Setup Wizard Pleasze read the following license agreement carefully ml'estale
The industry-standard The Setup Wizard will install ActivePerl 5.10.1

Perl distribition Build 1006 on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

| »

ActivePerl License Agreement

¥ ﬂnlj_vgl'e_rl

ActivePerl i1s covered by the ActiveState Community License.
Using ActivePerl at work?
Please note: If you plan to redistribute ActivePerl you will need a
different license. For more information please visit
http://www.activestate.com/activeperl_oem.

Our ActivePerl Enterprise business solution is
a support and maintenance package for
organizations of all sizes that depend on Perl.
Safeguard your applications with guaranteed,

quality-assured ActivePerl binaries and mitigate ActivePerl Community License v2.2 -
risk with world-class support for your critical
Perl systems. @ accept the terms in the License Agreement

(©) I do not accept the terms in the License Agreement

P Next = | [ Cancel ] < Back ][ MNext = J [ Cancel ]
Step 1- Introduction Step2- EULA
ﬁ ActivePerl 5.10.1 Build 1006 Setup &J '_'E ActivePerl 5.10.1 Build 1006 Setup J— ﬂ
Custom Setup _ Choose Setup Options _
Select the way you want features to be installed. ml'eslate Choose optional setup actions. ml'estale

Click on the icons in the tree below to change the way features will be installed. [7] Add Perl to the PATH environment variable

ActiveState ActivePerl is a X X -
quality-assured distribution of Create Perl file extension association
Perl and other value-additions...
This feature requires OKB on Create .pl script mapping for Perl
i your hard drive. It has 2 of 4
=a~| PPM subfestures selected. The Create .phx script mapping for Perl ISAPI
% Documentation 3‘3.'3?:;??;”?2}”3 2683KB on ) - -
¥ ~| Examples Create .plex script mapping for standard Perl script in PerlEx
Create .aspl script mapping for embedded Perl scripts in PerlEx
Location: C:\Perly, Create IIS virtual directory for PerlEx examples
[ Reset ] [Diskgsage] [ < Back ][ Next = ] [ Cancel ] l = Back H Next = | [ Cancel
Step3 - Customization 1 Step4 - Customization 2
Notel: The fADocumentati ol NOTE: Make sur e that t
are only useful if yowish to learn how besi des t he nAdd
to use ActivePerlfor the purposes of thi environme moptionvari al

document, these items are not needed.

Note 2: The default installation locam is not in
t he Pr o g rSame cldan freaks
(such as yours truly) might take offen
to this.
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15 ActivePer! 5.10.1 Build 1006 Setup ot

Ready to Install

The Setup Wizard is ready to begin the Custom ml'eslate

installation

Click Install to begin the installation. If you want to review or change any
of your installation settings, click Back. Click Cancel to exit the wizard.

[ < Back ” Install | [ Cancel ]

2l ActivePerl 5.10.1 Build 1006 Setup [

= Completing the ActivePerl 5.10.1 Build 1006
c “e er Setup Wizard

The industry-standard
Perl distribution

Using ActivePerl at work?

i ActivePerl Secure your critical systems with ActivePerl
Y Enterprise. ActivePerl Enterprise is a

g comprehensive software, support and

maintenance package for organizations of all

sizes that depend on Perl.

Contact us today for more information by email
sales{@activestate.com or phone 1.866.510.2914
(tollfree in North America) or 1.778.786.1101.

< Back Cancel

étepS - Installation Confirmation

étep 6- Installation Complete

3.2 Netwide Assembler

1. Extract thenasm2.08rc6 folder from the zip file and place it in the C: root directory

3.3 OpenSSL

Compiling the OpenSSL library is a bit tricky. The following stepstep guide shoulbelp you
get through the compilation process as quickly and as painlessly as possible.

1. Extract theopenssil.0.0-betad.tar file from the gzip file to a temporadirectory

2. Extract theopenssli1.0.0-betad folder from the tar file and placeiit the C: roat directory

3. Close the VS2008 IDE andpce n

a Visual Studi o 2008

C omr

installed VS 2008 with the default settings, the command prompt shortcut should be
located inStart -> All Programs -> Microsoft Visual Studio 2008-> Visual Studio
Tools-> Visual Studio 2008 Command Prompx

4. Add the NASM executable

path = %PATH%; C:\ nasm- 2.08rc6

to the PATH environment variable:

5. Create the directory where the output of the compilation process will be stored:

mkdir c:  \ openssl_lib

6. Change the working diréary to the OpenSSL  directory

cd /D c:\openssl -1.0.0-beta 4

7. Configure the OpenSSL installation with:
perl Configure VC - WIN32 -- prefix=c:/ openssl_lib
where the- prefix argument specifies where OpenS&iader and library filewill
becopied at the end oié compilation process.
NOTE: The paththat is passed to the prefix argumentmust be in theUNIX
format i.e.forward slashesre used to separatirectoriesand not backward
slashedike it is customary in Windows
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The output of this command should lddée this:

d:~openss1-1_A.B8-betad>perl Configure UC-UIM32 ——prefix=d: openss1_lih
Conf iguring for UC-WIN32
no—gmp [default]l OPENSSL_HNHO_GHMP <{skip dir>
no—jpake [experimentall OPENSSL_MO_JPAKE {(skip dir)
no—krhS [krbh5—flavor not specified] OPENSSL_HO_KRBS
no—md2 [default]l OPENSSL_HO_MDZ2 <{skip dir>
no—rch [default]l OPENSSL_NO_RCS <{skip dir>
no—rfc3??? [default]l OPENSSL_NO_RFC377? (skip dird>
no—shared [default]
no—store [experimentall OPENSSL_MO_STORE <skip dir>
no—zlih [default]
no—zlib—dynamic [default]
IsMK1MF=1
CC =cl
CFLAG =—DOPENSSL_THREADS -DDSO_WIN32 W3 -Wi —GsA —GF —Gy —nologo —DOPE
N3SL_SYSNAME_WIN32 —DUIN32_LEAN_ANMD_MEAN -DL_ENDIAN —D_CRT_SECURE_NO_DEPRECATE —|
DOPENSSL_BN_ASM_PART_UWORDS -DOPENSEL_IA32_SSE2 —DOPENSSL_BN_ASM_MONT -DSHA1_ASM
—DSHA256_ASM -DSHAS12_ASM -DMD5_ASM -DRMD16B_ASM -DAES_ASM —DUHIRLPOOL_ASHM
=xB6cpuid.o
=bn-586.0 co-586.0 xB6-—mont.o
=des-586.0 crypth8b.o
=aes-586.0
=hf-586.0
=cast—586.0
=rc4-586.0
=rc5-586.0
=md5-586.0
=shal-586.0 sha25%6-586.0 shab%12-586.0
=rmid-586.0
=cmll-xB86.0

=true

=perl
THIRTY_TWO_BIT mode
[BN_LLOMG mode
RC4_INDEX mode
RC4_CHUNK is undefined

Configured for UC-UIN32.

8. Create the required assembly files:
ms\ do_nasm
Note: Using assembly files makes the execution of libfanctionsmuch faster. If you
do not wish tause assembly filesise the following command instead and jump to
step8:
ms\ do_ms

9. Compilethestaticlibrary:
nmake -f ms nt.mak

10.The compilation process takes a whileysa cango grabsome coffedeaat this point

11.1f all is well, at the end of the compilation you will have some librariesaandmber of
executables i€:\openssil.00-betad\out32

12.The library contains some built in testhat allow you to checkf everything has
compiled properly and if the library is in working order:
nmake -fms \ nt.mak test
If the | ibrary has compiled properlonge you
this command finishes executing

13.To install OpenSSL tthelocationyou specified in stef, run:
nmake -fms \ nt .mak install

Note: You can findadditionalcompiling instructions irC:\openssi1.0.0-betad\INSTALL.W32
this file also contains a troulsleooting section that could help you out if something goes
wrong duringthe compilationprocess.
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3.4 [ibSSH2

1. Extract thdibssh21.2.2tar file from the gzip file to a temporadjirectory.
2. Extract thdibssh21.2.2direcory from the tar file and place ih the C: rootdirectory.

3. Open C:\libssh21.2.2win32libssh2.dp in the Visual Studio 2008 IDE. Since this

project file was created using an older versioVisual Studio, the following message
box will appear:

Visual C++ Project ﬁ

The project 'libssh2.dsp’ must be converted to the current Visual C++
project format. After it has been converted, you will not be able to edit
this project in previcus versions of Visual Studio.

Convert and open this prc-ject?l

| Yes || No || VesToal | | NoToan |

Click on AYes To Ailislcomplet&inyouveshouldh see teedatiowieg s i o
in the Solution Explorer window:
_: Solution 'libssh2' (1 project)

2] ibssh2|

=~ & Header Files
..... 1] channel.h
..... ] comp.h
..... ] libgerypt.h
..... ] libssh2_config.h
..... ] libssh2_priv.h
..... 1] mac.h
..... ] risc.h
..... n] opensslh
..... ] transport.h
= | Source Files
..... ¢ channel.c
..... 4 comp.c

..... Ej cr}rpt.c
----- ¢+ hostkey.c

..... 4 kex.c

..... &4 knownhost.c
..... ¢+ libgcrypt.c
..... &4 mac.c

..... Ej misc.c

..... ¢+ openssl.c
..... 4 packet.c

..... £+_+’] pem.c

..... &4 publickey.c
..... Ej scp,c

..... C+ session.c
..... cj sftp.c

..... ¢ transport.c
..... €+ userauth.c
..... 4 version.c
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4. If you do na wish to use the zlib compression library, ofibash2_config.tand
comment out line 37:
/| #define LIBSSH2_  HAVE ZLIB1

5. Set the LIB Debug as the active solutiomfiguration. On theBuild menuin Visual
Studig click Conf i gur at i oand iMte wigdew that appeaselectLIB
Debug from theActive solution configuration drop-down list. Close the Configuration
Manager.

6. Next, you must tell the compiler and thierarian where the OpenSSL library is located
and how to compile the library:

a. Rightclick on the libssh2 projedh the Solution Explorer window and select
Properties from the popup menu.

b. Expand theConfiguration Properties node click onthe C/C++ node ad select
General. Choose the Additional Include Directories property and addthe
following:

,C:\openssl_likinclude
(the comma is needed since other patieslready present)
c. Also in the Configuration Properties node, expand théibrarian node, and
selet¢ General

i. Change the Output File property to:
Debug_liBlibssh2.lib

ii. Click on theAdditional Dependenciesproperty and set it to:
libeay32.lib ssleay32.lib

iii. Choose theAdditional Library Directories and add the followingpath:
C:\openssl|_liklib

d. Click onthe OK button

7. Now we are readyo compile Right-click on the libssh2 project and sel@&utild from
the popup menuVS2008 will prompt you to save the solution file that was created for
this project. Once you save it, compilation will begin.

8. The compilemight display a couple of security warningad/ori possi bl e | oss
warnings.For our purposesoth of these types of warnings can be safely ignored.
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3.5 lib curl
1. Extract thecurl-7.197 folder from thearchiveand place it in the C: roatirectory For
our purposes, we will need the files located inliith@ndincludedirectories.

2. Open C:\curl-7.29.7\lib\libcurl.vcproj in the Visual Studio 2008 IDE. Since this is a
Vi sual Studi o 2005 project file, tHe AViI su
wizard should not encounter any problems converting the project to the VS2008 format.
You will only get a warning concerning tHgser Account Control (UAC) feature of
Windows Vista Since we are building a library and not an executable, we can safely
ignore this warning.

3. Next, you must tell the compiler and the librartanuse thdibSSH2 library andvhere
this library islocated
a. Rightclick on thelibcurl projectin the Solution Explorer window and select
Properties from the popup menu.
b. Expand theConfiguration Properties node, then th€/C++ node

i. Click on theGeneral node.Next to Additional Include Directories, add

the following:

,C:\libssh21.2.2include

(the commais needed since there amdreadytwo additional include
directoresspecified)

ii. Selectthe Preprocessornodeand click on thePreprocessor Definitions
property Add in the following to the existing definitions:
;CURL_STATICLIB;USE_LIBSSH2CURL DISABLE_LDAPHAVE _
LIBSSH2;HAVE_LIBSSH2 H;LIBSSH2 WIN32LIBSSH2 LIBRARY

c. In the Configuration Properties node, expand theibrarian node, and select
General.

i. SelectAdditional Dependenciesand type in:
libssh2.lib

ii. Next toAdditional Library Directories , type in the path:
C:\libssh21.2.2win32Debug lib

d. Click on theOK button.

4. After all this wak, we are finally ready to compile the libcurl library. Rigtlick on the
curllib project in theSolution Explorer and selecBuild from the popup menu. VS2008
will promptyou to save the solution fildat was created for this project. Once you save
it, compilation will begin:

1>------ Build started: Project: libcurl, Configuration: Debug Win32--
1>Compiling...
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1>connect.c

1>content_encoding.c

1>cookie.c

é

1>timeval.c

1>transfer.c

1>url.c

1>version.c

1>base64.c

1>Generating Code...

1>Creating libary...

1>Creating browse information file...

1>Microsoft Browse Information Maintenance Utility Version 9.00.21022
1>Copyright (C) Microsoft Corporation. All rights reserved.

1>Build log was saved é&te://c:\curl-7.197\lib\DebugBuildLog.htm
1>libcurl - O error(s), 1 warning(s)

========== Build: 1 succeeded, 0 failed, O-tigpdate, O skipped ==========

By default, the outputdirectory is C:\curl-7.19.7\lib\Debug In order to create an
application that uses the libcurl libranye only need thébcurl.lib file from the output
directory andthe C:\curl-7.19.7\includécurl directory, whi ch contains
header files
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4. Using the libcurl library in your Visual Studio project

In this section we will create a test project, which val the sameitme

test

t he

functionality and demastrate how to integratdibcurl into one of yourprojecs. | suggest that

you follow the example step by stépe. use the same project names, pathg stcthat you

obtain the same figures as the oseswnbelow. This will make your life easierin caseyou
encounter any problenadong the way

4.1 Preparing the pO1 E Afife@téuure
Create the following foldestructure in you Croot directory:

Copy thecurl folder from the C:\curl-7.19.\include diredory into the C:\Projectdcustom
libraries\includedirectory Thecurl directory should contain the following files:

Not i

ce

= [} custom libraries
|20 inchade
I lib_dbg

] curl.h 17.10.2009 20:31
0] curlbuild.h 4.11.2009 14:35
|| curlbuild.h.emake  22.7.2009 22:09
|| curlbuild.h.in 4.11.2009 14:29
ﬂ curlrules.h 2810.2009 22:211
ﬂ curhver.h 4,11.20098 14:35
h] easy.h 12.5.2008 23:43
|| Makefile.am 7.8.2008 12:55
|| Makefilein 4,11.2009 14:26
h] mprintf.h 20.5.2008 14:22
b] multih 20.5.2008 14:22
il stdcheaders.h 19.5.2009 22:46
] typecheck-gcch  26.1.2009 1:26
] types.h 25.12.2007 1:42
that there ar

safely deletd, if you wish.

e

C/C++ Header
C/C++ Header
CMAKE File
IM File

C/C++ Header
C/C++ Header
C/C++ Header
AM File

IM File

C/C++ Header
C/C++ Header
C/C++ Header
C/C++ Header
C/C++ Header

al so

71 KB
22 KE
TKE
TKE
QKB
3 KB
4 KB
1KE
16 KB
3KE
13 KE
2KB
33 KE
1KE

2neenh thémeo theyicdnbes

Finally, you ned to copy liburlllib from C:\curl-7.19.7\lib\Debug to C:\Projectdcustom
libraries\lib_dbg

Using libcurl wth SSH support in Visual Studio 2008
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4.2 Creating the test project
The libcurl library can be used any type of applicatiann order to keep things simple, we will
create a simple Win32 consolepdication.

1. Fire upVS2008andgo to:File->New->Pr oj ect é
2. First expand theVisual C++ node,thenselect theNin32 node and click on th&/in32
Console Applicationitem in theTemplatespanel:

Projeck bypes: Templates: ‘NET Framewark 2,0 [v] |§|
=) Wisual C++ ¥isual Studio installed templates
ATL
CLR E Win3Z2 Console Application EWiHSZ Project
General
MFC My Templates
Test

Winae i 3earch Cnline Templates. ..

COther Languages
Cther Project Types
Test Projects

& project for creating a Win32 console application

Mame: test_curl
Locakion: Ci\Projects [v] Browse, ..
Solution Mame: kest_curl Create directory For solution

[ Ok ] [ Cancel

3. Typeinii t e s tfor the prdject name. The project lacat should be:
C:\Projects
Make sure that the checkb@xeate directory for solution is checked and click 0OK .
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4. The Win32 Application Wizard will appear. In the first window clickdext:
(VirsE st 7x)

| | Welcome to the Win32 Application Wizard

Cverviem These are the current project settings:

application Settings + Console application

Click Finish from any window to accept the current settings.

After you create the project, see the project’s readme. txt file for information
about the project features and files that are generated.

Next > ][ Finish H Cancel

5. In the following window:
a. Make sure thaConsole applicationis selected from th&pplication type: list
b. In Additional options, uncheck th&recompiled headeroption
c. EnsurethatbothATL andMFC are unchecked in theddd common header files
for: list.
Now you can pessontheFinish button and wait for VS2008 to sgb your project.
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